CRIMINAL PROFILING FOR CCPA LIMITATIONS

CRIMINAL PROFILING FOR CCPA LIMITATIONS PRESENTS A COMPLEX INTERSECTION OF DATA PRIVACY REGULATIONS AND THE
ANALYTICAL TECHNIQUES EMPLOYED TO UNDERSTAND AND PREDICT CRIMINAL BEHAVIOR. AS THE CALIFORNIA CONSUMER
Privacy AcT (CCPA) INCREASINGLY GOVERNS HOW PERSONAL INFORMATION IS COLLECTED, PROCESSED, AND STORED, ITS
LIMITATIONS AND IMPLICATIONS FOR FIELDS THAT RELY ON DETAILED DATA SETS, SUCH AS CRIMINAL PROFILING, BECOME
CRUCIAL TO EXAMINE. THIS ARTICLE DELVES INTO THE EVOLVING LANDSCAPE OF CRIMINAL PROFILING IN THE AGE OF STRINGENT
DATA PRIVACY, EXPLORING HOW CCPA SAFEGUARDS MIGHT IMPACT INVESTIGATIVE METHODOLOGIES, THE ETHICAL
CONSIDERATIONS INVOLVED, AND THE POTENTIAL CHALLENGES AND OPPORTUNITIES THAT ARISE. WE WILL NAVIGATE THROUGH
THE SPECIFICS oF CCPA’S SCOPE, THE TYPES OF DATA IT PROTECTS, AND HOW THESE PROTECTIONS CAN CREATE HURDLES FOR
TRADITIONAL PROFILING TECHNIQUES WHILE ALSO FOSTERING INNOVATION IN PRIVACY-PRESERVING ANALYTICAL APPROACHES.
UNDERSTANDING THESE NUANCES IS VITAL FOR LAW ENFORCEMENT, DATA SCIENTISTS, AND POLICYMAKERS ALIKE.
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UNDERSTANDING THE CCPA AND ITS REACH

THe CALIFORNIA CONSUMER PRIVACY AcT (CCPA), AND ITS SUBSEQUENT AMENDMENT THE CALIFORNIA PRIVACY RIGHTS
AcT (CPRA), REPRESENTS A LANDMARK PIECE OF LEGISLATION DESIGNED TO EMPOWER CONSUMERS WITH GREATER CONTROL
OVER THEIR PERSONAL INFORMATION. ENACTED TO ENHANCE PRIVACY RIGHTS AND PROTECTIONS FOR CALIFORNIA RESIDENTS, THE
CCPA APPLIES TO BUSINESSES THAT COLLECT, SELL, OR SHARE CALIFORNIA CONSUMERS' PERSONAL INFORMATION AND MEET
CERTAIN THRESHOLDS RELATED TO REVENUE, DATA PROCESSING, OR DATA ACQUISITION. |T ESTABLISHES A FRAMEWORK FOR
CONSUMER RIGHTS SUCH AS THE RIGHT TO KNOW WHAT PERSONAL INFORMATION IS BEING COLLECTED, THE RIGHT TO REQUEST
DELETION OF THAT INFORMATION, AND THE RIGHT TO OPT-OUT OF THE SALE OR SHARING OF THEIR PERSONAL INFORMATION.
THIS COMPREHENSIVE LEGISLATION HAS FAR-REACHING IMPLICATIONS FOR HOW BUSINESSES HANDLE CONSUMER DATA, AND BY
EXTENSION, HOW ENTITIES THAT MIGHT UTILIZE SUCH DATA FOR ANALYTICAL PURPOSES, INCLUDING CRIMINAL PROFILING, MUST
OPERATE WITHIN ITS CONFINES.

THE core PRINCIPLE BEHIND THE CCPA IS TRANSPARENCY AND CONSUMER AGENCY. BUSINESSES ARE MANDATED TO INFORM
CONSUMERS ABOUT THE CATEGORIES OF PERSONAL INFORMATION THEY COLLECT AND THE PURPOSES FOR WHICH THAT
INFORMATION IS USED. THIS LEVEL OF DISCLOSURE IS INTENDED TO CREATE A MORE INFORMED CONSUMER BASE, ENABLING
INDIVIDUALS TO MAKE MORE CONSCIOUS DECISIONS ABOUT THEIR DATA. FOR ENTITIES INVOLVED IN DATA ANALYSIS,
UNDERSTANDING THE SPECIFIC DEFINITIONS OF “PERSONAL INFORMATION” AND “CONSUMER” UNDER THE CCPA IS PARAMOUNT.
THE ACT DEFINES PERSONAL INFORMATION BROADLY, ENCOMPASSING A WIDE ARRAY OF DATA THAT CAN IDENTIFY, RELATE TO,
DESCRIBE, BE CAPABLE OF BEING ASSOCIATED WITH, OR BE REASONABLY LINKED, DIRECTLY OR INDIRECTLY, WITH A PARTICULAR
CONSUMER OR HOUSEHOLD.

CRIMINAL PROFILING: A DATA-INTENSIVE ENDEAVOR

CRIMINAL PROFILING, OFTEN REFERRED TO AS OFFENDER PROFILING OR PSYCHOLOGICAL PROFILING, IS AN INVESTIGATIVE
TECHNIQUE USED BY LAW ENFORCEMENT AGENCIES TO IDENTIFY LIKELY SUSPECTS AND PROVIDE INSIGHTS INTO THEIR BEHAVIOR,
MOTIVATIONS, AND CHARACTERISTICS. TRADITIONALLY, THIS PROCESS HAS INVOLVED ANALYZING CRIME SCENE EVIDENCE,
VICTIMOLOGY, AND THE MODUS OPERANDI OF OFFENDERS TO CONSTRUCT A PROFILE OF THE UNKNO\WN PERPETRATOR. IN THE
DIGITAL AGE, HOWEVER, CRIMINAL PROFILING HAS BECOME INCREASINGLY DATA-INTENSIVE, LEVERAGING VAST AMOUNTS OF
INFORMATION THAT CAN RANGE FROM PUBLIC RECORDS AND SOCIAL MEDIA ACTIVITY TO FINANCIAL TRANSACTIONS AND



GEOLOCATION DATA. THIS EVOLUTION ALLOWS FOR MORE SOPHISTICATED AND NUANCED PROFILES, POTENTIALLY IDENTIFYING
PATTERNS AND CONNECTIONS THAT MIGHT OTHERW!ISE REMAIN HIDDEN.

THE EFFECTIVENESS OF MODERN CRIMINAL PROFILING HINGES ON THE ABILITY TO AGGREGATE, ANALYZE, AND INTERPRET DIVERSE
DATA SETS. INVESTIGATORS AND DATA SCIENTISTS WORK TO IDENTIFY COMMONALITIES AMONG CRIMINAL ACTS, CORRELATE
SUSPECT BEHAVIOR WITH KNOWN DEMOGRAPHIC OR PSYCHOLOGICAL TRAITS, AND PREDICT FUTURE ACTIONS BASED ON PAST
PATTERNS. THIS CAN INVOLVE STATISTICAL MODELING, MACHINE LEARNING ALGORITHMS, AND SOPHISTICATED DATA MINING
TECHNIQUES. THE GOAL IS NOT TO DEFINITIVELY IDENTIFY A PERPETRATOR, BUT RATHER TO NARROW DOWN THE SCOPE OF
INVESTIGATION, GUIDE RESOURCE ALLOCATION, AND PROVIDE ACTIONABLE INTELLIGENCE THAT AIDS IN APPREHENSION. THE SHEER
VOLUME AND VARIETY OF DATA NOW AVAILABLE, FROM SOCIAL MEDIA POSTS TO ONLINE PURCHASE HISTORIES, HAVE
TRANSFORMED THE LANDSCAPE OF CRIMINAL PROFILING, MAKING IT A MORE DATA-DRIVEN AND ANALYTICALLY COMPLEX FIELD
THAN EVER BEFORE.

How CCPA LiMITATIONS AFFECT CRIMINAL PROFILING

Tre CCPA’S STRINGENT REGULATIONS ON THE COLLECTION, USE, AND SALE OF PERSONAL INFORMATION CAN INTRODUCE
SIGNIFICANT LIMITATIONS FOR CRIMINAL PROFILING INITIATIVES THAT RELY ON COMPREHENSIVE DATA SETS. IF A LAW
ENFORCEMENT AGENCY OR A THIRD-PARTY ANALYTICS PROVIDER IS COLLECTING OR PROCESSING PERSONAL INFORMATION OF
CALIFORNIA RESIDENTS, THEY MUST ADHERE TO CCPA’s MANDATES. THIS INCLUDES PROVIDING CLEAR NOTICE TO CONSUMERS
ABOUT DATA COLLECTION PRACTICES, HONORING CONSUMER REQUESTS FOR DATA DELETION OR OPT-OUT, AND ENSURING THAT
ANY DATA OBTAINED THROUGH SALE OR SHARING COMPLIES WITH THE ACT’S PROVISIONS. FOR PROFILING EFFORTS THAT MIGHT
SCRAPE PUBLIC WEBSITES, PURCHASE DATA FROM BROKERS, OR UTILIZE DATA SHARED ACROSS PLATFORMS, THE CCPA caN
ACT AS A SUBSTANTIAL BARRIER IF THESE ACTIVITIES ARE NOT CONDUCTED IN FULL COMPLIANCE WITH THE LAW.

ONE OF THE MOST DIRECT IMPACTS IS ON THE ACQUISITION OF DATA. |F PERSONAL INFORMATION IS OBTAINED THROUGH
CHANNELS THAT ARE DEEMED A “SALE” or “SHARING” UNDER THE CCPA WITHOUT PROPER CONSUMER CONSENT OR OPT-OUT
MECHANISMS, ITS USE FOR PROFILING PURPOSES COULD BE LEGALLY CHALLENGED. THIS MIGHT FORCE AGENCIES TO RELY MORE
HEAVILY ON LEGALLY PERMISSIBLE DATA SOURCES OR TO DEVELOP MORE SOPHISTICATED METHODS FOR ANONYMIZING OR
AGGREGATING DATA TO AVOID CCPA IMPLICATIONS. FURTHERMORE, THE RIGHT TO DELETION MEANS THAT INDIVIDUALS CAN
REQUEST THAT THEIR PERSONAL DATA BE REMOVED FROM DATABASES, POTENTIALLY IMPACTING THE INTEGRITY AND
COMPLETENESS OF HISTORICAL DATA USED FOR PROFILING TRENDS AND PATTERNS. THIS CAN BE PARTICULARLY CHALLENGING
FOR LONGITUDINAL STUDIES OR THE ANALYSIS OF RECURRING CRIMINAL BEHAVIORS WHERE HISTORICAL CONTEXT IS VITAL.

IMPACT ON DATA ACQUISITION

THe CCPA SIGNIFICANTLY CURTAILS THE UNFETTERED ACQUISITION OF PERSONAL DATA. FOR CRIMINAL PROFILING, WHICH
OFTEN THRIVES ON BROAD DATA SWEEPING TO IDENTIFY POTENTIAL LINKS AND PATTERNS, THIS PRESENTS A CONSIDERABLE
CHALLENGE. BUSINESSES OPERATING WITHIN CALIFORNIA/ OR THOSE COLLECTING DATA FROM CALIFORNIA RESIDENTS, MUST
NOW BE FAR MORE JUDICIOUS ABOUT HOW THEY OBTAIN AND USE THIS INFORMATION. IF A BUSINESS HAS BEEN SELLING OR
SHARING DATA THAT COULD BE USED FOR PROFILING WITHOUT FULFILLING CCPA’S TRANSPARENCY AND CONSENT
REQUIREMENTS, THEIR DATA CAN NO LONGER BE A RELIABLE SOURCE FOR SUCH ACTIVITIES. THIS NECESSITATES A RE-
EVALUATION OF DATA SOURCING STRATEGIES, PUSHING ENTITIES TO PRIORITIZE ETHICALLY OBTAINED AND LEGALLY COMPLIANT
DATA, WHICH MAY BE LESS ABUNDANT OR GRANULAR.

CHALLENGES WITH DATA DELETION REQUESTS

THE RIGHT OF CONSUMERS TO REQUEST THE DELETION OF THEIR PERSONAL INFORMATION, A CORNERSTONE OF THE CCPA, POSES
A UNIQUE CHALLENGE TO THE CONTINUITY AND ACCURACY OF DATA USED IN CRIMINAL PROFILING. PROFILING OFTEN RELIES ON
BUILDING A COMPREHENSIVE PICTURE OVER TIME, IDENTIFYING PATTERNS OF BEHAVIOR AND CONNECTIONS THAT MAY SPAN
YEARS. W/HEN INDIVIDUALS EXERCISE THEIR RIGHT TO DELETION, THIS HISTORICAL DATA CAN BE REMOVED, POTENTIALLY



FRAGMENTING DATASETS AND HINDERING THE ABILITY TO DRAW ACCURATE CONCLUSIONS. IMAGINE TRYING TO UNDERSTAND A
SERIAL OFFENDER’S PATTERNS IF ALL THEIR PAST DIGITAL FOOTPRINTS ARE SYSTEMATICALLY ERASED UPON REQUEST. THIS
CREATES A TENSION BETWEEN INDIVIDUAL PRIVACY RIGHTS AND THE INVESTIGATIVE NEEDS OF LAW ENFORCEMENT.

THe RoLE oF DATA MINIMIZATION

THE CCPA, ALONG WITH BROADER PRIVACY PRINCIPLES IT EMBODIES, ENCOURAGES DATA MINIMIZATION — THE PRACTICE OF
COLLECTING AND RETAINING ONLY THE DATA THAT IS STRICTLY NECESSARY FOR A SPECIFIC PURPOSE. WHILE THIS IS A SOUND
PRIVACY PRACTICE, IT CAN PRESENT DIFFICULTIES FOR CRIMINAL PROFILING, WHICH OFTEN BENEFITS FROM HAVING A \WIDE SCOPE
OF INFORMATION TO DRAW CORRELATIONS FROM. |F AGENCIES ARE LIMITED TO COLLECTING ONLY THE MOST ESSENTIAL DATA
POINTS FOR A GIVEN INVESTIGATION, THEIR ABILITY TO UNCOVER SUBTLE PATTERNS OR MAKE BROADER CONNECTIONS ACROSS
DIFFERENT CASES MIGHT BE DIMINISHED. THIS NECESSITATES A SHIFT TOWARDS MORE TARGETED AND PURPOSE-DRIVEN DATA
COLLECTION RATHER THAN A BROAD, EXPLORATORY APPROACH.

SpeciFic DATA Types AND CCPA PROTECTIONS

THe CCPA CATEGORIZES PERSONAL INFORMATION INTO SEVERAL BROAD CATEGORIES, AND ITS PROTECTIONS APPLY TO EACH.
(UNDERSTANDING THESE CATEGORIES IS CRUCIAL FOR DETERMINING HOW THEY MIGHT INTERSECT WITH CRIMINAL PROFILING
ACTIVITIES. FOR INSTANCE, DATA SUCH AS 1P ADDRESSES, COOKIES, BROWSING HISTORY, AND GEOLOCATION DATA ARE ALL
CONSIDERED PERSONAL INFORMATION UNDER THE CCPA. IF AN INVESTIGATIVE BODY OR A CONTRACTED SERVICE PROVIDER
UTILIZES DATA FROM THESE SOURCES CONCERNING CALIFORNIA RESIDENTS, THEY MUST ENSURE COMPLIANCE. THiS MEANS, FOR
EXAMPLE, THAT IP ADDRESSES USED FOR IDENTIFYING POTENTIAL SUSPECT LOCATIONS OR BROWSING HISTORIES USED TO
UNDERSTAND ONLINE ACTIVITIES OF INTEREST MUST BE HANDLED WITH CARE, RESPECTING CONSUMER RIGHTS AND BUSINESS
OBLIGATIONS.

SENSITIVE PERSONAL INFORMATION, A SUBSET OF PERSONAL INFORMATION, RECEIVES EVEN STRONGER PROTECTIONS UNDER THE
CCPA. THIS INCLUDES DATA LIKE SOCIAL SECURITY NUMBERS, DRIVER'S LICENSE NUMBERS, PRECISE GEOLOCATION, RACE OR
ETHNIC ORIGIN, RELIGIOUS OR PHILOSOPHICAL BELIEFS, UNION MEMBERSHIP, AND INFORMATION CONCERNING SEX LIFE, SEXUAL
ORIENTATION, OR CERTAIN HEALTH INFORMATION. W/HILE LAW ENFORCEMENT'S ACCESS TO SUCH DATA MAY BE GOVERNED BY
SEPARATE LEGAL FRAMEW ORKS (LIKE \X/ARRANTS)/ ANY SECONDARY USE OR COLLECTION OF THIS DATA BY ENTITIES SUBJECT
To THE CCPA WOULD FALL UNDER ITS PURVIEW. THIS COULD LIMIT THE WAYS IN WHICH PROFILING MIGHT LEVERAGE SUCH
SENSITIVE DATA IF NOT OBTAINED THROUGH STRICT LEGAL CHANNELS OR WITH EXPLICIT CONSENT, UNDERSCORING THE NEED FOR
CLEAR LEGAL JUSTIFICATION AND ROBUST PRIVACY SAFEGUARDS.

¢ |DENTIFIERS: THIS INCLUDES NAMES, ADDRESSES, EMAIL ADDRESSES, SOCIAL SECURITY NUMBERS, DRIVER'S LICENSE
NUMBERS, AND SIMILAR UNIQUE IDENTIFIERS.

® |[NTERNET OR OTHER ELECTRONIC NETWORK ACTIVITY INFORMATION: THIS COVERS BROWSING HISTORY, SEARCH
HISTORY, AND INFORMATION REGARDING A CONSUMER'S INTERACTION WITH AN INTERNET WEBSITE, APPLICATION, OR

ADVERTISEMENT.

o GEOLOCATION DATA: THIS INCLUDES DATA DERIVED FROM MOBILE DEVICES, W I-Fi NETWORKS, AND OTHER LOCATION-
TRACKING TECHNOLOGIES.

* BIOMETRIC INFORMATION: INFORMATION SUCH AS FINGERPRINTS, RETINAL SCANS, AND VOICEPRINTS.

* PROFESSIONAL OR EMPLOYMENT-RELATED INFORMATION: DATA PERTAINING TO AN INDIVIDUAL'S WORK HISTORY AND
PROFESSIONAL AFFILIATIONS.

* EDUCATION INFORMATION: INFORMATION ABOUT ACADEMIC RECORDS AND ACHIEVEMENTS.

® |INFERENCES DRAWN FROM OTHER PERSONAL INFORMATION: THIS REFERS TO PROFILES CREATED FROM OTHER PERSONAL



DATA TO PREDICT PREFERENCES, CHARACTERISTICS, OR BEHAVIORS.

GeoLocATION DATA LIMITATIONS

(GEOLOCATION DATA IS AN INCREDIBLY POWERFUL TOOL FOR MODERN CRIMINAL INVESTIGATIONS, ALLOWING FOR THE TRACKING
OF INDIVIDUALS' MOVEMENTS AND THE IDENTIFICATION OF PATTERNS RELATED TO CRIMINAL ACTIVITY. HO\X/EVER, UNDER THE
CCPA, PRECISE GEOLOCATION DATA IS CLASSIFIED AS SENSITIVE PERSONAL INFORMATION, AFFORDING IT HEIGHTENED
PROTECTION. BUSINESSES THAT COLLECT THIS DATA MUST PROVIDE CONSUMERS WITH SPECIFIC NOTICES AND THE ABILITY TO
LIMIT ITS USE AND DISCLOSURE. FOR ENTITIES CONDUCTING CRIMINAL PROFILING, OBTAINING AND UTILIZING THIS DATA REQUIRES
NAVIGATING A COMPLEX WEB OF CONSENT, PURPOSE LIMITATION, AND POTENTIAL OPT-OUT MECHANISMS. IF DATA
AGGREGATORS OR OTHER THIRD PARTIES HAVE COLLECTED THIS PRECISE LOCATION INFORMATION FROM CALIFORNIA RESIDENTS,
THEIR ABILITY TO FREELY SHARE IT FOR PROFILING PURPOSES IS SIGNIFICANTLY RESTRICTED, DEMANDING A MORE RIGOROUS LEGAL
AND CONSENT-BASED APPROACH.

INFERENCES AND PROFILING DATA

THe CCPA ALSO ADDRESSES “INFERENCES DRAWN FROM OTHER PERSONAL INFORMATION” AS A CATEGORY OF PERSONAL DATA.
THIS DIRECTLY IMPACTS CRIMINAL PROFILING, AS PROFILING ITSELF IS ESSENTIALLY THE PROCESS OF DRAWING INFERENCES ABOUT
INDIVIDUALS BASED ON THEIR DATA. THE ACT REQUIRES BUSINESSES TO BE TRANSPARENT ABOUT THE PERSONAL INFORMATION
THEY COLLECT AND THE PURPOSES FOR WHICH IT IS USED, INCLUDING THE CREATION OF SUCH INFERENCES. THIS MEANS THAT IF
AN ENTITY IS PROFILING INDIVIDUALS, EVEN FOR LAW ENFORCEMENT SUPPORT, THEY MUST BE ABLE TO ARTICULATE THE BASIS
FOR THOSE INFERENCES AND ENSURE THAT THE UNDERLYING DATA WAS COLLECTED AND PROCESSED IN COMPLIANCE WITH THE
CCPA. THE CHALLENGE LIES IN BALANCING THE NEED TO DERIVE INSIGHTS FROM DATA WITH THE CONSUMER'S RIGHT TO KNOW
AND CONTROL THE INFORMATION USED TO FORM THESE PREDICTIVE PROFILES.

ETHICAL CONSIDERATIONS IN DATA-DRIVEN PROFILING

BEYOND THE LEGAL RAMIFICATIONS OF THE CCPA, THE ETHICAL CONSIDERATIONS SURROUNDING DATA-DRIVEN CRIMINAL
PROFILING ARE PROFOUND. THE USE OF PERSONAL DATA TO CREATE PROFILES, EVEN WITH THE NOBLE INTENTION OF PREVENTING
CRIME, RAISES CONCERNS ABOUT BIAS, DISCRIMINATION, AND THE POTENTIAL FOR MISUSE. IF THE DATA USED TO TRAIN PROFILING
ALGORITHMS IS ITSELF BIASED, THE RESULTING PROFILES CAN PERPETUATE AND AMPLIFY EXISTING SOCIETAL INEQUALITIES,
LEADING TO UNFAIR TARGETING OF CERTAIN COMMUNITIES. THIS IS A CRITICAL AREA WHERE THE CCPA’s Focus oN
TRANSPARENCY AND CONSUMER CONTROL CAN INDIRECTLY PROMOTE MORE ETHICAL DATA PRACTICES, BY DEMANDING A CLEARER
UNDERSTANDING OF WHAT DATA IS BEING USED AND HOW.

THE CONCEPT OF “PROFILING” ITSELF CAN CARRY NEGATIVE CONNOTATIONS, AND WHEN APPLIED TO CRIMINAL INVESTIGATIONS,
IT CAN LEAD TO THE STIGMATIZATION OF INDIVIDUALS OR GROUPS BASED ON PROBABILISTIC ASSOCIATIONS RATHER THAN
CONCRETE EVIDENCE. THE CCPA’S EMPHASIS ON INDIVIDUAL RIGHTS AND CONTROL OVER PERSONAL INFORMATION FORCES A
MORE DELIBERATE AND ETHICAL APPROACH TO DATA HANDLING. | T ENCOURAGES A MOVE AWAY FROM MASS DATA COLLECTION
FOR SPECULATIVE PURPOSES AND TOW ARDS MORE TARGETED, JUSTIFIABLE, AND PRIVACY-CONSCIOUS DATA UTILIZATION. THis
PUSH FOR ACCOUNTABILITY IN DATA PRACTICES CAN HELP FOSTER A MORE BALANCED APPROACH WHERE PUBLIC SAFETY IS
PURSUED WITHOUT UNDULY INFRINGING UPON FUNDAMENTAL PRIVACY RIGHTS.

ALGORITHMIC BIAS AND DISCRIMINATION

ONE OF THE MOST SIGNIFICANT ETHICAL CHALLENGES IN DATA-DRIVEN CRIMINAL PROFILING IS THE POTENTIAL FOR ALGORITHMIC
BIAS. MACHINE LEARNING MODELS ARE TRAINED ON HISTORICAL DATA, AND IF THIS DATA REFLECTS EXISTING SOCIETAL BIASES



(E.G.l DISPROPORTIONATE ARRESTS OR SURVEILLANCE OF CERTAIN DEMOGRAPHIC GROUPS)/ THE ALGORITHMS CAN LEARN AND
REPLICATE THESE BIASES. THIS CAN LEAD TO PROFILES THAT UNFAIRLY TARGET INDIVIDUALS BASED ON RACE, SOCIOECONOMIC
STATUS, OR OTHER PROTECTED CHARACTERISTICS, RATHER THAN ON THEIR ACTUAL LIKELIHOOD OF COMMITTING A CRIME. THE
CCPA'S EMPHASIS ON TRANSPARENCY ABOUT DATA USAGE AND THE RIGHT TO OPT-OUT CAN INDIRECTLY HELP TO MITIGATE
THESE ISSUES BY DEMANDING SCRUTINY OF THE DATA INPUTS AND THE PROFILING OUTPUTS, ENCOURAGING A MORE CRITICAL
EXAMINATION OF THE FAIRNESS OF THE SYSTEMS EMPLOYED.

PrIVACY Vvs. PusLIC SAFETY BALANCING ACT

THE TENSION BETWEEN INDIVIDUAL PRIVACY RIGHTS AND THE IMPERATIVE OF PUBLIC SAFETY IS A PERPETUAL CHALLENGE IN
MODERN SOCIETY, AND THE CCPA BRINGS THIS INTO SHARPER FOCUS FOR DATA-DRIVEN PROFILING. \WHILE ROBUST PROFILING
CAN AID IN PREVENTING AND SOLVING CRIMES, IT CAN ALSO LEAD TO A SURVEILLANCE STATE WHERE INDIVIDUALS FEEL
CONSTANTLY MONITORED AND THEIR PERSONAL INFORMATION IS LEVERAGED WITHOUT THEIR FULL AW ARENESS OR CONSENT. THE
CCPA ATTEMPTS TO STRIKE A BALANCE BY GRANTING CONSUMERS RIGHTS AND IMPOSING OBLIGATIONS ON BUSINESSES,
THERERY ENCOURAGING A MORE DELIBERATE AND RESPECTFUL APPROACH TO DATA HANDLING. THIS NECESSITATES A CONSTANT
RE-EVALUATION OF WHERE THE LINES ARE DRAWN, ENSURING THAT THE PURSUIT OF SAFETY DOES NOT ERODE FUNDAMENTAL
PRIVACY PROTECTIONS. |T’S A DELICATE DANCE, AND THE CCPA PROVIDES A SIGNIFICANT STEP TOWARDS A MORE PRIVACY-
CENTRIC CHOREOGRAPHY.

NAVIGATING THE CHALLENGES AND EMBRACING OPPORTUNITIES

THE LIMITATIONS IMPOSED BY THE CCPA ON CRIMINAL PROFILING ARE NOT INSURMOUNTABLE BARRIERS BUT RATHER CATALYSTS
FOR INNOVATION AND A MORE RESPONSIBLE APPROACH TO DATA ANALYTICS. LAW ENFORCEMENT AGENCIES AND DATA
SCIENTISTS MUST NOW EXPLORE NEW METHODOLOGIES THAT RESPECT PRIVACY RIGHTS WHILE STILL YIELDING VALUABLE
INSIGHTS. THIS MIGHT INVOLVE A GREATER RELIANCE ON ANONYMIZED OR AGGREGATED DATA, THE DEVELOPMENT OF PRIVACY~
PRESERVING ANALYTICAL TECHNIQUES SUCH AS DIFFERENTIAL PRIVACY, OR FOCUSING ON DATA SOURCES THAT ARE EXPLICITLY
EXEMPTED FROM CERTAIN CCPA PROVISIONS UNDER SPECIFIC LEGAL CONTEXTS, SUCH AS LEGITIMATE LAW ENFORCEMENT
ACTIVITIES, WHEN PROPERLY AUTHORIZED.

FURTHEEMORE/ THE CCPA’S REQUIREMENTS FOR TRANSPARENCY AND CONSUMER CONTROL CAN ACTUALLY LEAD TO MORE
ROBUST AND DEFENSIBLE PROFILING PRACTICES. BY BEING CLEAR ABOUT THE DATA BEING USED AND THE METHODOLOGIES
EMPLOYED, AGENCIES CAN BUILD GREATER TRUST AND ENSURE THAT THEIR PROFILING EFFORTS ARE GROUNDED IN SOUND, LEGALLY
OBTAINED INFORMATION. THIS SHIFT ENCOURAGES A MORE PROACTIVE ENGAGEMENT WITH PRIVACY CONSIDERATIONS,
TRANSFORMING POTENTIAL LIMITATIONS INTO OPPORTUNITIES FOR DEVELOPING MORE ETHICAL, EFFICIENT, AND EFFECTIVE
PROFILING STRATEGIES FOR THE DIGITAL AGE. IT’S ABOUT ADAPTING TO A NEW PARADIGM WHERE DATA UTILITY AND PRIVACY
ARE NOT MUTUALLY EXCLUSIVE BUT CAN COEXIST.

DeVELOPING PRIVACY-PRESERVING TECHNIQUES

THE ADVENT OF STRINGENT DATA PRIVACY REGULATIONS LIKE THE CCPA HAS SPURRED SIGNIFICANT RESEARCH AND
DEVELOPMENT IN PRIVACY-PRESERVING ANALYTICAL TECHNIQUES. TECHNOLOGIES SUCH AS DIFFERENTIAL PRIVACY, FEDERATED
LEARNING, AND HOMOMORPHIC ENCRYPTION OFFER METHODS TO ANALYZE DATA WITHOUT DIRECTLY ACCESSING OR EXPOSING
SENSITIVE PERSONAL INFORMATION. FOR CRIMINAL PROFILING, THESE TECHNIQUES COULD ALLOW FOR THE IDENTIFICATION OF
PATTERNS AND THE GENERATION OF INSIGHTS FROM LARGE DATASETS WITHOUT VIOLATING INDIVIDUAL PRIVACY. FOR INSTANCE,
DIFFERENTIAL PRIVACY CAN ADD A LAYER OF NOISE TO DATA BEFORE ANALYSIS, MAKING IT IMPOSSIBLE TO RE-IDENTIFY
INDIVIDUALS, WHILE STILL ALLOWING FOR ACCURATE AGGREGATE STATISTICAL ANALYSIS. THIS REPRESENTS A CRUCIAL
EVOLUTION, ENSURING THAT THE PURSUIT OF PUBLIC SAFETY REMAINS COMPATIBLE WITH ROBUST PRIVACY PROTECTIONS.



LEVERAGING AUTHORIZED DATA SOURCES

WHILE THE CCP A PLACES SIGNIFICANT RESTRICTIONS ON THE COMMERCIAL COLLECTION AND SALE OF PERSONAL DATA, CERTAIN
EXEMPTIONS MAY APPLY TO LAW ENFORCEMENT ACTIVITIES. FOR INSTANCE, THE ACT GENERALLY DOES NOT LIMIT A BUSINESS'S
ABILITY TO COLLECT, USE, OR SHARE INFORMATION REQUIRED TO DETECT AND ADDRESS SECURITY INCIDENTS, PREVENT
MALICIOUS, DECEPTIVE, FRAUDULENT, OR ILLEGAL ACTIVITY, OR COMPLY WITH A LEGAL OBLIGATION. L AW ENFORCEMENT
AGENCIES, WHEN OPERATING UNDER PROPER LEGAL AUTHORITY SUCH AS WARRANTS OR SUBPOENAS, CAN OFTEN ACCESS DATA
THAT MIGHT BE RESTRICTED FOR COMMERCIAL ENTITIES. THE CHALLENGE LIES IN CLEARLY DEMARCATING THESE AUTHORIZED DATA
SOURCES AND ENSURING THAT THEIR USE FOR PROFILING REMAINS WITHIN THE BOUNDS OF APPLICABLE LAWS AND REGULATIONS,
ALWAYS PRIORITIZING DUE PROCESS AND LEGAL JUSTIFICATION.

THe FUTURE oF CRIMINAL PROFILING IN A PrIVACY-CoNscious W OoRLD

THE LANDSCAPE OF CRIMINAL PROFILING IS UNDENIABLY BEING RESHAPED BY THE GROWING GLOBAL EMPHASIS ON DATA PRIVACY,
EPITOMIZED BY REGULATIONS LIKE THE CCPA. THIS EVOLVING ENVIRONMENT DEMANDS A FUNDAMENTAL SHIFT IN HOW DATA IS
COLLECTED, ANALYZED, AND UTILIZED BY LAW ENFORCEMENT AND INVESTIGATIVE BODIES. THE FUTURE OF CRIMINAL PROFILING
WILL LIKELY SEE A GREATER INTEGRATION OF PRIVACY-BY-DESIGN PRINCIPLES, WHERE PRIVACY CONSIDERATIONS ARE EMBEDDED
FROM THE OUTSET OF ANY DATA COLLECTION OR ANALYTICAL PROJECT, RATHER THAN BEING AN AFTERTHOUGHT. THIS
PROACTIVE APPROACH WILL BE ESSENTIAL FOR MAINTAINING BOTH THE EFFECTIVENESS OF PROFILING TECHNIQUES AND THE
PUBLIC'S TRUST.

AS TECHNOLOGY CONTINUES TO ADVANCE, SO TOO WILL THE SOPHISTICATION OF BOTH DATA COLLECTION METHODS AND
PRIVACY-ENHANCING TECHNOLOGIES. CRIMINAL PROFILING WILL NEED TO ADAPT BY EMBRACING INNOVATIVE, PRIVACY=
CONSCIOUS ANALYTICAL TOOLS AND METHODOLOGIES. THE ABILITY TO LEVERAGE ANONYMIZED, AGGREGATED, OR
DIFFERENTIALLY PRIVATE DATA WILL BECOME INCREASINGLY CRITICAL. ULTIMATELY, THE FUTURE OF CRIMINAL PROFILING IN A
PRIVACY-CONSCIOUS WORLD HINGES ON A DELICATE BUT ACHIEVABLE BALANCE: HARNESSING THE POWER OF DATA TO ENSURE
PUBLIC SAFETY WHILE RIGOROUSLY UPHOLDING INDIVIDUAL PRIVACY RIGHTS AND ADHERING TO ROBUST ETHICAL AND LEGAL
FRAMEWORKS. THIS ONGOING EVOLUTION PROMISES A MORE RESPONSIBLE AND SUSTAINABLE APPROACH TO DATA-DRIVEN
INVESTIGATIONS.

FAQ

Q: How poes THe CCPA’s DEFINITION OF “PERSONAL INFORMATION" IMPACT CRIMINAL
PROFILING?

A: THe CCP A DEFINES PERSONAL INFORMATION VERY BROADLY, ENCOMPASSING ANY DATA THAT CAN IDENTIFY, RELATE TO,
DESCRIBE, BE CAPABLE OF BEING ASSOCIATED WITH, OR BE REASONABLY LINKED, DIRECTLY OR INDIRECTLY, WITH A PARTICULAR
CONSUMER OR HOUSEHOLD. THIS MEANS THAT DATA COMMONLY USED IN CRIMINAL PROFILING, SUCH AS P ADDRESSES,
BROWSING HISTORY, GEOLOCATION DATA, AND EVEN INFERENCES DRAWN FROM OTHER DATA, ARE PROTECTED UNDER THE CCPA.
THIS FORCES PROFILING ENTITIES TO ENSURE THEY HAVE A LEGAL BASIS AND PROPER TRANSPARENCY WHEN COLLECTING OR
USING SUCH DATA FOR CALIFORNIA RESIDENTS.

Q: CAN LAW ENFORCEMENT AGENCIES CONDUCT CRIMINAL PROFILING WITHOUT ADHERING
To CCPA LIMITATIONS?

A: LAW ENFORCEMENT AGENCIES OFTEN HAVE SPECIFIC LEGAL AUTHORITIES, SUCH AS WARRANTS AND SUBPOENAS, THAT
ALLOW THEM TO OBTAIN DATA THAT MIGHT OTHERW/ISE BE RESTRICTED UNDER THE CCPA FOR COMMERCIAL ENTITIES.
HO\X/EVER/ THE CCPA STILL INFLUENCES HOW BUSINESSES HANDLE DATA THAT MIGHT BE ACCESSED BY LAW ENFORCEMENT. IF A
BUSINESS OBTAINS DATA IN A WAY THAT VIOLATES CCPA, ITS ABILITY TO LEGALLY SHARE THAT DATA WITH LAW



ENFORCEMENT FOR PROFILING PURPOSES CAN BE COMPROMISED. FURTHERMORE, LA ENFORCEMENT AGENCIES THEMSELVES ARE
INCREASINGLY EXPECTED TO ADHERE TO PRIVACY PRINCIPLES AND DATA MINIMIZATION, EVEN WHEN OPERATING UNDER LEGAL
AUTHORITY.

QZ WHAT ARE THE KEY CHALLENGES THE CCPA PRESENTS FOR DATA BROKERS SELLING
INFORMATION USED IN CRIMINAL PROFILING?

A: DATA BROKERS FACE SIGNIFICANT CHALLENGES UNDER THE CCPA. THEY MUST PROVIDE CLEAR NOTICE ABOUT WHAT DATA
THEY COLLECT AND HOW IT IS SOLD OR SHARED, HONOR CONSUMER REQUESTS TO OPT-OUT OF THE SALE OF THEIR PERSONAL
INFORMATION, AND ENSURE THAT THE DATA THEY PROVIDE IS NOT USED FOR PURPOSES THAT VIOLATE THE CCPA. For
PROFILING PURPOSES, THIS MEANS THAT DATA BROKERS CAN NO LONGER FREELY SELL OR SHARE EXTENSIVE CONSUMER DATASETS
WITHOUT ENSURING COMPLIANCE WITH CONSUMER RIGHTS, WHICH CAN LIMIT THE AVAILABILITY AND SCOPE OF DATA FOR
PROFILING.

Q: How CAN CRIMINAL PROFILING ADAPT TO CCPA’S RIGHT TO DELETION?

A: ADAPTING TO THE RIGHT TO DELETION REQUIRES PROFILING EFFORTS TO SHIFT TOWARDS REAL-TIME OR NEAR REAL-TIME
ANALYSIS WHERE POSSIBLE, RATHER THAN RELYING SOLELY ON LONG-TERM HISTORICAL DATASETS THAT ARE SUBJECT TO
ERASURE. |T ALSO NECESSITATES THE DEVELOPMENT OF ROBUST DATA MANAGEMENT SYSTEMS THAT CAN EFFICIENTLY PROCESS
DELETION REQUESTS WHILE MINIMIZING DISRUPTION TO ONGOING LEGITIMATE INVESTIGATIONS. FURTHERMORE, FOCUSING ON
AGGREGATED OR ANONYMIZED DATA, WHICH MAY NOT BE CONSIDERED PERSONAL INFORMATION UNDER CERTAIN CIRCUMSTANCES,
CAN ALSO OFFER A WAY TO RETAIN ANALYTICAL VALUE WITHOUT DIRECTLY IMPACTING INDIVIDUAL DATA.

Q: Does THE CCPA PREVENT THE USE OF INFERENCES FOR CRIMINAL PROFILING?

A: THe CCPA DOES NOT OUTRIGHT PREVENT THE USE OF INFERENCES FOR CRIMINAL PROFILING. HO\X/EVER, IT REQUIRES
BUSINESSES TO BE TRANSPARENT ABOUT THE PERSONAL INFORMATION THEY COLLECT AND THE PURPOSES FOR WHICH IT IS USED,
INCLUDING THE CREATION OF INFERENCES. THIS MEANS THAT ANY PROFILING THAT RELIES ON DRAWING INFERENCES FROM
PERSONAL DATA MUST BE ABLE TO DEMONSTRATE THAT THE UNDERLYING DATA WAS COLLECTED LAWFULLY AND THAT THE
INFERENCE-MAKING PROCESS IS ALSO COMPLIANT WITH THE ACT'S PROVISIONS, INCLUDING INFORMING CONSUMERS ABOUT SUCH
PRACTICES.

Q: ARE THERE SPECIFIC TYPES OF DATA THAT ARE LESS AFFECTED BY CCPA
LIMITATIONS FOR CRIMINAL PROFILING?

A: DATA THAT IS ALREADY DE-IDENTIFIED OR AGGREGATED IN A WAY THAT DOES NOT ALLOW FOR THE RE-IDENTIFICATION OF
INDIVIDUALS MAY BE LESS AFFECTED BY CCPA LIMITATIONS, AS IT MAY NO LONGER BE CONSIDERED “PERSONAL INFORMATION.”
ADDITIONALLY, DATA COLLECTED FOR PURPOSES EXPLICITLY EXEMPTED BY THE CCPA, SUCH AS FOR DETECTING AND
PREVENTING FRAUD OR COMPLYING WITH LEGAL OBLIGATIONS, CAN OFTEN BE UTILIZED. HO\X/EVER, THE INTERPRETATION AND
APPLICATION OF THESE EXEMPTIONS ARE NUANCED AND REQUIRE CAREFUL LEGAL REVIEW.

Q: WHAT IS THE ROLE OF DATA MINIMIZATION IN THE CONTEXT OF CCPA AND
CRIMINAL PROFILING?

A: DATA MINIMIZATION IS A CORE PRINCIPLE ENCOURAGED BY THE CCPA. FOR CRIMINAL PROFILING, THIS MEANS COLLECTING AND
RETAINING ONLY THE MINIMUM AMOUNT OF PERSONAL INFORMATION NECESSARY FOR A SPECIFIC, LEGITIMATE INVESTIGATIVE
PURPOSE. INSTEAD OF BROAD DATA COLLECTION, PROFILING EFFORTS SHOULD BE MORE TARGETED. THIS CAN LEAD TO MORE
EFFICIENT INVESTIGATIONS AND REDUCED PRIVACY RISKS, THOUGH IT MAY REQUIRE MORE STRATEGIC PLANNING TO GATHER THE
ESSENTIAL DATA POINTS NEEDED FOR EFFECTIVE PROFILING.
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