cfius foreign investment screening

The Committee on Foreign Investment in the United States (CFIUS) plays a critical role in
safeguarding national security by reviewing certain transactions involving foreign investment in U.S.
businesses. This comprehensive article delves into the intricacies of cfius foreign investment
screening, exploring its purpose, scope, the review process, and the implications for global businesses
looking to invest in the American market. Understanding the nuances of CFIUS jurisdiction and the
factors influencing its decisions is paramount for any foreign investor aiming to navigate the U.S.
regulatory landscape successfully. We will examine key considerations, potential challenges, and best
practices for compliance, ensuring a thorough grasp of this vital governmental function.
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What is CFIUS and Its Mandate?

The Committee on Foreign Investment in the United States (CFIUS) is an interagency committee
authorized under section 721 of the Defense Production Act of 1950, as amended. Its primary
mandate is to review certain transactions that could result in control of a U.S. business by a foreign
person, for the purpose of determining the effect of such transactions on the national security of the
United States. This involves identifying potential risks to national security and recommending
mitigation measures or, in extreme cases, recommending that the President block a transaction.

Established in 1975, CFIUS has evolved significantly over the decades, with its powers and scope
expanding through various legislative actions, most notably the Foreign Investment Risk Review
Modernization Act of 2018 (FIRRMA). FIRRMA broadened CFIUS’s jurisdiction to cover not only outright
acquisitions but also certain non-controlling investments in critical technology companies and
businesses involved in critical infrastructure or possessing sensitive personal data. The committee
comprises representatives from various U.S. government agencies, including the Department of the
Treasury (which chairs the committee), Department of Justice, Department of Homeland Security,
Department of State, Department of Defense, Department of Commerce, Department of Energy, and
others as appropriate.

The Scope of CFIUS Jurisdiction

The scope of CFIUS jurisdiction is broad and encompasses a variety of transactions involving foreign
investment. At its core, CFIUS reviews mergers, acquisitions, and takeovers of U.S. businesses by



foreign persons that could result in control. However, recent legislative changes have expanded this
scope considerably, making it crucial for investors to understand what falls within CFIUS’s purview.

Covered Transactions

Covered transactions, as defined by statute, include those in which a foreign person acquires, by
direct or indirect means, any of the following:

e Control of a U.S. business involved in interstate commerce.

¢ A substantial interest that could lead to control of a U.S. business involved in interstate
commerce.

e An interest in a U.S. business that affords the foreign person access to U.S. persons’ sensitive
personal data.

e Aninterest in a U.S. business that deals in critical technology.

e An interest in a U.S. business that owns, operates, or supplies critical infrastructure.

The definition of "control" is key and can include outright ownership, majority voting power, or the
ability to appoint a majority of the board of directors. Even non-controlling investments in certain
sensitive sectors can trigger CFIUS review.

Mandatory Filings

FIRRMA introduced mandatory filing requirements for certain types of transactions, particularly those
involving foreign government investments in U.S. businesses that develop, produce, or supply critical
technologies or that are involved in critical infrastructure. Failure to make a mandatory filing can
result in penalties and potentially force the unwinding of a transaction. These mandatory filings are
designed to ensure that the U.S. government is aware of and can review investments that pose a
heightened national security risk.

Voluntary Filings

In addition to mandatory filings, many other foreign investment transactions are subject to voluntary
review. While not legally required, many foreign investors and U.S. businesses choose to file
voluntarily to obtain a "safe harbor" from future CFIUS review and to gain certainty regarding the
national security implications of the transaction. This is particularly advisable for transactions that
might otherwise raise concerns, even if not falling under a mandatory filing category.



The CFIUS Review Process

The CFIUS review process is a multi-stage, typically lengthy procedure that begins with a filing and
can culminate in a presidential decision. Understanding each stage is vital for managing expectations
and ensuring a smooth review.

Initial Filing and Review Period

The process begins with the submission of a filing to CFIUS, which can be either a formal declaration
or a more detailed notice. Following the submission, CFIUS has 30 days to conduct an initial review.
During this period, the committee assesses whether the transaction raises national security concerns.
If no significant concerns are identified, the transaction may be cleared. If concerns are raised, the
review proceeds to the next stage.

Investigation Period

If the initial review indicates potential national security risks, the case moves to an "investigation"
phase, which can last up to 45 days. During this phase, CFIUS members conduct a more in-depth
analysis, gather information from other government agencies, and consult with relevant experts. The
investigating agency, typically the Department of Justice, will lead this phase.

Recommendation to the President

If, after the investigation, CFIUS cannot reach a unanimous resolution to clear the transaction, the
matter is sent to the President of the United States for a final decision. This referral typically occurs
within 15 days of the end of the investigation period. The President then has an additional 15 days to
decide whether to take action to mitigate the national security risks, such as requiring divestiture,
imposing conditions on the transaction, or blocking it entirely.

Mitigation Measures and Conditions

In many cases where national security concerns are identified, CFIUS will negotiate mitigation
measures with the parties involved rather than recommending a block. These measures can range
from providing CFIUS with access to information and premises to implementing specific security
protocols or restrictions on the foreign investor’s ability to access certain information or control
sensitive operations. Compliance with these mitigation measures is critical for the successful
completion of the transaction.



Factors Influencing CFIUS Decisions

CFIUS decisions are not arbitrary; they are based on a thorough assessment of various factors related
to national security. Understanding these factors can help investors anticipate potential issues and
prepare accordingly.

Nature of the U.S. Business

The type of business being acquired or invested in is a primary consideration. Businesses involved in:

e Critical technologies (e.g., advanced semiconductors, artificial intelligence, quantum
computing).

e Critical infrastructure (e.g., telecommunications, energy grids, transportation networks).
e Government contracting, especially with defense or intelligence agencies.

¢ Handling of sensitive personal data of U.S. citizens (e.g., health records, financial data).

These sectors are often subject to heightened scrutiny due to their direct or indirect impact on
national security.

Nationality of the Foreign Investor

The nationality of the foreign investor can also be a significant factor, particularly if the investor is
state-owned or affiliated with governments that are considered adversaries of the United States.
Investments from countries with which the U.S. has strained geopolitical relationships may face more
rigorous review.

Potential for Misuse or Diversion

CFIUS evaluates whether the foreign investment could lead to the misuse or diversion of U.S.
technology, intellectual property, or critical infrastructure for purposes that could harm U.S. national
security interests. This includes concerns about intellectual property theft, espionage, or enabling
military advancements by potential adversaries.



Impact on U.S. Supply Chains

Recent reviews have also considered the impact of foreign investment on the resilience and security
of U.S. critical supply chains. Disruptions or over-reliance on foreign entities in essential sectors can
be viewed as a national security risk.

Key Considerations for Foreign Investors

For foreign investors, navigating the CFIUS process requires careful planning and a proactive
approach. Several key considerations are crucial for a successful outcome.

Due Diligence and Risk Assessment

Before even initiating discussions for an investment, foreign investors should conduct thorough due
diligence on the U.S. business, paying close attention to its role in critical technology, infrastructure,
or government contracts. A proactive risk assessment can identify potential CFIUS concerns early in
the process, allowing for mitigation strategies to be developed.

Understanding Mandatory Filing Triggers

It is imperative for foreign investors to be fully aware of the mandatory filing requirements introduced
by FIRRMA. These include investments in U.S. businesses that:

» Develop, manufacture, or design critical technologies listed by CFIUS.
e Own, operate, or supply critical infrastructure.

e Acquire a substantial interest in U.S. businesses that afford access to sensitive personal data of
U.S. citizens.

Failure to comply with mandatory filings can lead to substantial penalties and delays.

Engaging with Legal Counsel

Working with experienced legal counsel specializing in CFIUS matters is highly recommended. These
professionals can guide investors through the complex filing process, assist in preparing
comprehensive and accurate filings, and advise on potential mitigation strategies. Their expertise can
significantly reduce the risk of delays or adverse outcomes.



Structuring the Transaction

The structure of the investment can sometimes influence the level of scrutiny CFIUS applies. Investors
may consider various structuring options in consultation with legal advisors to potentially mitigate
national security concerns, although the ultimate decision rests with CFIUS and the President.

Challenges and Best Practices in CFIUS Filings

The CFIUS review process can be challenging, with potential for significant delays and complex
compliance requirements. Adhering to best practices can streamline the process and increase the
likelihood of a favorable outcome.

Timeliness and Accuracy of Filings

CFIUS filings must be timely and exceptionally accurate. Incomplete or misleading information can
lead to extended review periods, requests for additional information, or even penalties. Thorough
preparation and double-checking all submitted data are essential.

Proactive Communication with CFIUS

Engaging in open and proactive communication with CFIUS staff throughout the review process is
crucial. Addressing concerns raised by the committee promptly and transparently can build trust and
facilitate a more efficient review. This includes responding to information requests without delay and
being prepared to discuss potential mitigation measures.

Developing a Robust Mitigation Strategy

If potential national security concerns are identified, having a well-thought-out mitigation strategy
prepared in advance can significantly expedite negotiations with CFIUS. This involves anticipating the
types of concerns that might arise and proposing practical, implementable solutions.

Coordination Among Stakeholders

Transactions often involve multiple parties, including the foreign investor, the U.S. target company,
and their respective legal and financial advisors. Effective coordination and communication among all
stakeholders are vital to ensure that information is shared accurately and that a unified approach is
taken in interactions with CFIUS.



CFIUS and Emerging Technologies

The rapid advancement of technology presents new challenges and areas of focus for CFIUS. The
committee is increasingly scrutinizing investments in U.S. businesses involved in cutting-edge fields
due to their potential national security implications.

Critical Technologies Under Review

CFIUS maintains a list of critical technologies that are subject to mandatory filings. This list is dynamic
and includes rapidly evolving areas such as:

e Artificial intelligence and machine learning

e Semiconductor manufacturing and advanced materials
¢ Biotechnology and advanced pharmaceuticals

e Quantum computing and advanced sensors

¢ Robotics and automation

Investments in U.S. companies developing or possessing these technologies are likely to receive close
attention from CFIUS.

National Security Implications of Tech Transfers

The primary concern for CFIUS regarding emerging technologies is the potential for such technologies
to be acquired by adversaries and used to enhance their military capabilities or undermine U.S.
technological leadership. The committee seeks to prevent the transfer of sensitive innovations that
could compromise U.S. national security interests.

Data Security and Privacy

With the proliferation of data-driven technologies, CFIUS is also increasingly focused on transactions
that could grant foreign access to sensitive U.S. personal data. This includes data related to
individuals' health, financial information, and government employees. The protection of this data from
unauthorized access or exploitation is a key national security priority.



The Impact of Geopolitics on CFIUS Reviews

Global geopolitical tensions have a discernible impact on the tenor and focus of CFIUS reviews. The
committee’s mandate to protect U.S. national security means that broader international relations and
security concerns are often factored into its decision-making.

Increased Scrutiny of Investments from Certain Countries

In recent years, CFIUS has shown increased scrutiny of investments originating from countries
perceived as strategic competitors or adversaries of the United States. This heightened vigilance aims
to prevent potential acquisition of U.S. assets and technologies by entities that could pose a threat to
U.S. interests.

Focus on Supply Chain Resilience

Geopolitical events have also amplified concerns about the resilience of U.S. supply chains,
particularly in critical sectors like semiconductors and rare earth minerals. CFIUS may review
transactions to ensure that foreign investment does not create dependencies that could be exploited
during times of international conflict or instability.

The dynamic nature of international relations means that foreign investors must stay informed about
the current geopolitical landscape and how it might influence CFIUS’s risk assessment and decision-
making processes. Adapting strategies to account for these broader trends is essential for navigating
the complexities of cfius foreign investment screening effectively.

Q: What are the main types of transactions that CFIUS
reviews?

A: CFIUS primarily reviews mergers, acquisitions, and takeovers of U.S. businesses by foreign persons
that could result in control. Additionally, under FIRRMA, it reviews certain non-controlling investments
in critical technology companies, businesses involved in critical infrastructure, and those possessing
sensitive personal data of U.S. citizens.

Q: What is the difference between a mandatory and a
voluntary CFIUS filing?

A: Mandatory filings are legally required for specific types of transactions, particularly those involving
foreign government investments in U.S. businesses related to critical technologies or infrastructure.
Voluntary filings are not legally required but are often pursued by investors to obtain certainty and a
"safe harbor" from future CFIUS review for transactions that might otherwise raise concerns.



Q: How long does the CFIUS review process typically take?

A: The standard CFIUS review process involves an initial 30-day review period, followed by a 45-day
investigation period if concerns are identified. If the matter is referred to the President, there is an
additional 15-day decision period. However, complex cases or those requiring extensive mitigation
can take significantly longer.

Q: What are considered "critical technologies" for CFIUS
review purposes?

A: Critical technologies are defined by CFIUS and include a broad and evolving list of technologies
deemed vital to U.S. national security. Examples include advanced semiconductors, artificial
intelligence, quantum computing, biotechnology, and certain advanced materials. The specific list is
updated periodically by the U.S. government.

Q: Can CFIUS block a foreign investment transaction?

A: Yes, if CFIUS identifies national security risks that cannot be adequately mitigated, it can
recommend to the President that the transaction be blocked. The President has the ultimate authority
to suspend or block a transaction to protect U.S. national security.

Q: What are some common mitigation measures imposed by
CFIUS?

A: Mitigation measures can include requirements for ongoing reporting to CFIUS, implementation of
specific cybersecurity protocols, restrictions on access to sensitive information or facilities, limitations
on board representation, and commitments to maintain certain operational standards within the U.S.
business.

Q: Does CFIUS review investments made by U.S. individuals or
companies in foreign businesses?

A: No, CFIUS's jurisdiction is focused on foreign investment in U.S. businesses. It reviews transactions
where a foreign person acquires, by direct or indirect means, control or a substantial interest in a U.S.
business.

Q: What role does the nationality of the foreign investor play
in CFIUS reviews?

A: The nationality of the foreign investor can be a significant factor, particularly if the investor is
state-owned or affiliated with governments that the U.S. views as strategic competitors or
adversaries. Investments from such countries may face more intense scrutiny.



Q: How can foreign investors best prepare for a CFIUS review?

A: Foreign investors should conduct thorough due diligence, proactively assess potential national
security risks, engage experienced CFIUS counsel early in the process, understand mandatory filing
triggers, and be prepared to develop robust mitigation strategies if necessary. Accurate and timely
filings are also crucial.
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